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Within the general topic of this conference ‘ Emerging threats to Energy Security and Stability’, I would like to put shipping in perspective by looking at three specific areas.  The vital role shipping plays; its vulnerability to attack and misadventure; and something which applies not only to shipping but, to all aspects of the energy chain, the need for relevant public information.

Well before the current and present danger of terror became part of all our lives, the sea was, at times, a most dangerous and inhospitable place.

Huge seas, winds and tides have been a part of seafarers’ lives since the first boats went to sea.  Today, we have the more contemporary threats of pilots taking tankers onto the rocks instead of into port, other vessels navigating seemingly without radar or lookouts, helmsmen falling asleep during long nights at sea- all with disastrous results.
More recently, of course, the security position and threat of terrorism has brought a new perspective to those who earn their livelihood either at sea or on-shore working to safeguard the movement of energy and manufactured products from areas of production to those of use.  Initially we thought military targets would be hit, but then the Limburg was attacked off the coast of Yemen.

But how reliant are we on the sea to secure our energy supplies and feed the powerhouse of growth – oil, gas and chemicals.

You may have seen the figures already this weekend, but here they are again.

Here is the crude oil sea borne trade up until the year 2000.  A staggering 1,608 million tonnes transported by tankships in the year.  More than 1,800 million if we add in refined products.

These are the main trading patterns with some 8074 billion tonne miles covered.

And these are the ships that covered those miles.  Today around 3500 large tankers with an average size of some 88,000 dwt.

What does all this mean in terms of providing the world with energy.  In 2002 it is estimated that some 57% of the world’s oil consumption (crude oil and refined products) was carried by tankers.  A huge percentage.

Very simply, without sea transportation of crude oil and thereafter refined petroleum products, chemicals and gas, the world as we know it would stop. The lights would, after a short while, simply go out.

So as we all agree – and one of the reasons we are all here, is that sea-borne transportation of energy must be secured at all cost.

But what are the impediments to achieving this goal.  Securing the safety and safe passage of some 3500 large tankships that are working on the oceans of the world every day of the year.

First, let us look at shipboard security itself.

What are the threats?

There are quite a number of enticing opportunities for the would- be terrorist.

· That a ship is boarded, taken over, taken into a Port City and blown up.

· That huge pollution is caused by an explosion or sinking.

· That a vessel is boarded and caused to collide with a large passenger vessel resulting in significant loss of life.

· That a ship is used for hostage taking, publicity and blackmail; we saw it with the Achille Lauro.

· That a ship is used to carry weapons of war, bio-chemical or other dangerous substances.

· That a ship can have on-board an implanted terrorist cell- the threat from within; the list goes on.

Given the number and nature of threats involving ships, just how secure is a ship or how secure can it be made? And how secure are the ports which they serve?

While the list of actions may be long, the results are, sadly, not encouraging.

In Port, many of the responsibilities for ship security fall to the various terminals as well as to the Port Authority.

· -Designated Secure Areas

· -Additional lighting and shore patrols

· -Gangway Security and additional deck patrols

· -Speedy access to security forces and police

· -Surveillance cameras

· -Security training etc

Security at sea, follows much the same lines.

· -Designated security officer on-board

· -Security awareness training e.g. identifying possible threats.

· -Security procedures established

· -Sealed entry locations

· -Secure locations

· -Radio contact procedures with security forces

· -GPS alerts, etc

But what does it all add up to?

The answer is that for the trained and determined terrorist or pirate- very little.

Security at sea in particular remains very difficult. Current thinking says there should be no firearms as these lead to a greater escalation of violence. There are currently no electrified fences around the deck although there are some advocates of such arrangements. The crew cannot be expected to have advanced Karate training and are aware that they are very vulnerable to attack.

But on the positive side, the seafarers will most probably have just enough time to secure a position for long enough to alert the authorities and obtain support of one kind or another depending on position and circumstances. There is, after all, little point in hijacking a ship hundreds of miles offshore and giving the authorities days to decide what to do.


I would now like to come onto a further and indirect threat to the security of energy supply and that comes from a lack of understanding about the importance and nature of shipping from the public, the media and some politicians.  A most dangerous combination.

Large scale accidents or damaging crises, including attacks or threatened attacks by terrorists almost always have extreme reactions and extreme consequences for the public and from those who rely on their votes - the politicians.

The reason for this is simply that in our media driven world, the public demand answers and action when things go badly wrong.

The ability and training of those who are directly involved in handling the situation correctly in the public domain, have a direct and important bearing on future events and consequences for the organisation concerned, for the industry itself and the supply chain.

The Exxon Valdez oil spill in St Rupert Sound on March 24, 1989 deposited 1 million barrels of oil onto the Alaskan coastline, but left the local manager to deal with the hundreds of assembled journalists. The lack of a caring response or the presence of the CEO led critics to suggest the company was indifferent to environmental issues.

The Oil Pollution Act of 1990 which followed in the US created a whole new industry of responders, manual writers, bureaucracy and cost which for a time threatened to bring the transport of crude oil to its knees. While Exxon is still fighting its corner 14 years later, in this case the legislation appears to have worked and oils spills in the US have reduced dramatically.

The Greenpeace attack on the Brent Spar oil platform resulted in the firebombing of European gas stations and a serious impact on the reputation of the oil company concerned.

The Brent Spar was never dumped in the ocean, as it should have been.

The sinking of the Erika and the Prestige off the coast of France and Spain brought outrage from public and politicians alike and a whole raft of draconian legislation which had to be amended when it was realised that if pursued in its entirety, the lights would go out in Europe.

In both these sinkings, the total inability of those involved to handle themselves or the event successfully in the public domain was one of the most important contributory factors to the outcome which has cost one oil company hundreds of millions of dollars, ruined many reputations and faced many of the participants with criminal charges which they are still dealing with today.

9/11 and the ensuing escalation of terrorism has spawned the International Ship and Ports Security Code (ISPS). Again a whole new industry has been created to address this issue of security but largely because politicians, fuelled by media coverage, do not believe that the shipping industry can police itself adequately nor provide the comfort necessary in relation to use by terrorist for their activities.

This lack of confidence in shipping is reflected in the growing trend for criminality.

The complex structure of the industry with flags of convenience, single ship companies and a generally offshore regime, which leads to accusations of unaccountability and lack of transparency, makes the public and the media suspect they cannot get to the truth. When something goes wrong therefore, the media attack, the politicians follow and the enforcement officials follow their political masters.

All around the world, owners, charterers and seafarers face criminal charges, much of which is the result of poor, or non-existent transparency and inadequate media response.

It is a question of perception versus reality, and perceptions of the shipping industry are at best, poor.

So has this got anything to do with securing stability of supplies of energy in today’s world? My view is that to underestimate the power of public opinion and the strength of the media especially when something has gone badly wrong is disastrous and can lead to a whole range of unforeseen consequences.

Knowledge dispels fear and if all those involved in the production and supply chain take a little time out to consider the need for “`Accountability, Responsibility and Transparency” in all they do, and before things have gone wrong, then the opportunities to take the right steps to counteract threats and ensure our essential energy supplies will be much improved.

The ART of Reputation Management may not be a science but it is of critical importance nevertheless.

Thank you

